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EMERGENCY SUPPORT FUNCTION (ESF) 2 COMMUNICATIONS

ESF Coordinating Agency:

Arkansas Department of Information Systems

Primary Agency:

Arkansas Department of Information Systems

Support Agencies:
Arkansas Department of Emergency Management
Arkansas State Police 

Arkansas Department of Health 

Arkansas Highway and Transportation Department

Arkansas Highway Police

Arkansas Department of Education - Arkansas Educational Television Network 

Arkansas Military Department - Arkansas National Guard

Arkansas Game & Fish Commission

Arkansas Forestry Commission

Arkansas Amateur Radio Emergency Service (ARES)

Arkansas Amateur Civil Emergency Service (RACES)

Telecommunications Network Service Providers

Local Jurisdiction Emergency Management Organizations

Arkansas Public Service Commission

Federal Support Agencies: 


Department of Homeland Security/National Communications System 

Emergency Preparedness and Response Directorate (FEMA)

Critical Infrastructure Warning Information Network

National Weather Service Offices:
· Little Rock, Arkansas

· Memphis, Tennessee

· Jackson, Mississippi

· Shreveport, Louisiana

· Tulsa, Oklahoma

I.
INTRODUCTION


A.
Purpose


The purpose of this Emergency Support Function (ESF) is:

1. To serve as a basis for planning the coordination of communication assets in the State in accordance with the State Emergency Operations Plan (State EOP).
2.
To provide guidance for rapid alerting and warning to key State and local jurisdictional officials and the general public of an impending or occurring natural or technological emergency or disaster.
3.
To provide guidance for organizing, establishing, and maintaining the telecommunications and information system capabilities necessary to meet the operational requirements of state and local jurisdictions in responding to, and recovering from, emergencies and disasters.
4.
To develop telecommunication guidance and procedures to ensure emergency management staff at the State, local and federal levels have accurate and timely information on which to base their decisions and response actions.
B.
Policies
1. The State EOP as described in this ESF, will guide all State telecommunications, information systems, and warning activities related to mitigating, preparing for, responding to, and recovering from emergencies or disasters.

2. Telecommunications, information systems and warning support requirements which cannot be met at the local level will be escalated upward for resolution at the state level by the Arkansas Department of Information Systems and appropriate State agencies. If needed, federal assistance will be requested.

3. State agencies have developed Continuity of Operations Plans (COOP) that address telecommunications/information system contingency plans, disaster recovery/business resumption plans and information system security plans commensurate with the agency's requirements and needs.

II. 
Concept of Operations
A. 
General
1. Reliable telecommunications and information system capabilities are necessary at all levels of government for day-to-day communications, warning of impending events, response and recovery operations, search and rescue operations, and coordination with other state and public safety agencies. Such capabilities must be available to the State for operations from the primary or alternate EOC as well as any other location selected because of existing conditions at the time of the emergency or disaster.

2. The federal government, under the National Response Framework (NRF) and the National Security Emergency Preparedness procedures may, through the Federal Emergency Management Agency (FEMA), provide temporary emergency communications assistance to State and/or local jurisdictions prior to or during an emergency or disaster.

3. Emergency communications between local jurisdictions and the federal government, as well as, with other State agencies is provided through the State EOC communications facility.



B.
Communications and Warning Capabilities  
1. The Emergency Alert System (EAS) provides federal, State, and local jurisdictions with the means to disseminate alert and warning information to the general public.  The EAS was designed to ensure that if one link in the dissemination of alert information is broken, members of the public have multiple alternate sources of warning information.  It allows broadcast stations, satellite radio, cable systems, DBS systems, participating satellite companies, and other services to send and receive emergency information quickly and automatically, even if their facilities are unattended.   The National Oceanic and Atmospheric Administration (NOAA) National Weather Service radio transmitter will augment the warning and information process. EAS equipment also provides a method for automatic interruption of regular programming, and is able to relay emergency messages in any language used by the EAS participant.  An EAS terminal is located within the ADEM Communications Center.   

2. NOAA Weather Radio (NWR) broadcasts National Weather Service (NWS) warnings, watches, forecasts and other non-weather related hazard information 24-hours a day. NWS forecasters have the ability to activate local weather radios to disseminate weather and hazard information, warnings and post-event information for all types of hazards.  For non-weather emergencies, NWS activates the system at the request of local and/or state officials who provide information to their local NWS office in test format.  NWS does not initiate the contact or the message. 
3. The Arkansas Wireless Information Network (AWIN) Radio is a multi-site, trunked digital 700/800 MHz communications system on a system of microwave rings developed to the Association of Public Safety Communications Officials (APCO) Project 25 (P-25) standard. AWIN provides statewide operations for public service entities using P-25 digital 700/800 MHz radios. Staffs at the Arkansas Department of Information Systems and the maintenance vendor in Shamburg, Illinois monitor the system continuously.  AWIN towers rely on diesel-fueled generators for backup power.  The ADEM Communications Center is equipped with 5 AWIN consoles.  All ADEM personnel are issued portable radio units.  A cache of portable and mobile units are retained by ADEM Telecommunications Branch to be issued as disaster or emergency situations dictate.

4. The National Warning System (NAWAS) is the primary means for disseminating alerts and warnings nationally to each of the 50 states. The federal government has permitted and encourages each state to employ statewide NAWAS for disseminating hazard and attack warnings and alert information to state and local jurisdiction officials.  The Warning Center is operated 24-hours a day by the Arkansas Department of Emergency Management (ADEM).  The state portion of the NAWAS consists of the ADEM Communications Center, twelve State Police District headquarters, two National Weather Service offices and 15 primary warning points (nodes) connected with leased, non-switched terrestrial voice circuits. The primary warning points using the most expedient method possible disseminate warnings to the non-NAWAS counties.  National and State NAWAS phone systems are located in the ADEM Communications Center.

5. The Arkansas Chemical Stockpile Emergency Preparedness Program (CSEPP) Hotline is a sub-system of the National Warning System.  Warning points (nodes) are interconnected with leased, non-switched terrestrial voice circuits for the purpose of communicating and disseminating information regarding Pine Bluff Arsenal chemical activity.  Warning points are located in the ADEM Communications Center, the Pine Bluff Arsenal Emergency Operations Center and Security Office, the Arkansas Department of Health Communications Center, two (2) Immediate Response Zone locations and ten (10) Protective Action Zone locations.  The CSEPP Hotline phone system is located in the ADEM Communications Center.

6. The Arkansas Nuclear One Telephone/Fax System is a dedicated phone line system used by Arkansas Nuclear One and the Arkansas Department of Health as the primary means of notification and communication between ANO and the State EOC.  It is located in the ADEM Communications Center.

7. The Arkansas Department of Health Hotline System is a dedicated phone line system established to create a direct line of communication between Arkansas Department of Health (ADOH) Communications Center and the ADEM Communications Center.  The ADOH Hotline is located in the ADEM Communications Center.

8. The Arkansas Department of Emergency Management (ADEM) utilizes a commercial telephone system for daily use. The State EOC has operational lines for emergency use and jacks for installing additional lines.  Windstream Corporation maintains the phone system internally and externally.

9. The Arkansas Incident Reporting Hotline is a dedicated 24-hour hotline system for single-point of contact notification for both emergency information and hazardous material incidents. The hotline is answered by the ADEM Communications Center 24-hours a day including weekends and holidays. The 24-hour hotline system exists on a standard phone system.  

10. ADEM utilizes 2 fax machines for manual fax transmissions. Both fax machines have print, copy and scan capabilities and are located in the upstairs and downstairs print/fax areas of the State EOC.  ADEM also utilizes a GFI FAXmaker fax server that allows for fax transmissions to be sent and received via a Microsoft Exchange Server email infrastructure.

11. Cellular phones operating on the AT&T Cellular Network and Verizon/Alltel have been assigned to a majority of the ADEM staff.

12. Iridium® Satellite phones are issued to the Governor, ADEM Director, Deputy Director, and each ADEM Area Coordinator. Hughes MSAT G2 are installed in the ADEM Mobile Command Vehicle (MCV), ADEM Communications Center, and SEOC Event Manager positions. A small cache of satellite phones are reserved and issued to personnel for communication capability.
13. Secure Video Teleconference Communications equipment, including the Secure Telephone (STU-III), is located in the Secure Communications Room of the State EOC and is used primarily for secure communication with the other states and the Department of Homeland Security. Special security clearance is necessary for access to this equipment or its use and its location within the EOC is restricted from unauthorized users.   Video tele-conferencing units are located in the office of the ADEM Director, Governor’s Conference Room and Training Room C at ADEM.

14. The Arkansas Amateur Radio System: (which includes RACES (Radio Amateur Civil Emergency Services), and ARES (Amateur Radio Emergency Services)) consists of volunteer amateur radio operators throughout the state who have agreed to participate in disaster communications operations. Amateur radio is used as a back-up to other systems or as a supplement to state or local communications and is activated on an informal fan-out originating from the State EOC.  Primarily, amateur radio utilizes either high frequency single side-band voice devices used primarily for point-to-point, or VHF mobile and hand-held portables operated through repeaters for local communication. HF and VHF elements are used regularly. (Appendix 1 Tab E)
15. The TRP-1000 Transportable Radio Interconnect System provides radio interoperability when communications between diverse organizations using different radios and different frequencies are necessary. The system consists of one or more transportable cases and includes multiple radios pre-wired to an ACU-1000 Intelligent Interconnect Unit. The radios, which cover all frequency bands, can be cross-connected through the ACU-1000.  The permanently installed radios cover the 150-160 MHz bands and 800MHz conventional and trunked systems. It is also able to cross connect cell phones to public safety radio. In support of those units are a mobile tower system and mobile repeaters

16. DIS may call upon ESF #2 support agencies to utilize other independent state agency radio systems, if needed.

17. National Weather Service disseminates all national Weather Service text data pertinent to Arkansas via the Arkansas Crime Information Center (ACIC) terminals located in Arkansas law enforcement jurisdictions and the State EOC. The system provides a “hard copy” of weather information on demand.  The Arkansas Crime Information Center computer system consists of a central computer facility with over 1000 terminals located in law enforcement and criminal justice agencies throughout the state of Arkansas (city police, county sheriffs, State Police, and FBI). It operates over dedicated telephone lines and is used primarily to transmit law enforcement information. ACIC is used by ADEM during an emergency to transmit and receive hard copy administrative traffic. Utilizing a satellite downlink, ACIC provides an automatic notice to police agencies of watches, warnings and alerts issued by the National Weather Service. Information pertaining to weather, traffic or other hazardous conditions can be shared or disseminated between jurisdictions immediately.  ADEM also has a weather wire server that receives all watches, warnings, and alerts that are sent to the county OEMs for that area and all warnings are sent to ADEM staff and the Governor’s Office 

18. The Critical Infrastructure Warning Information Network (CWIN) provides information sharing capability by way of secure transmissions across a privately leased, closed network, routed through and housed on secure servers in data centers using standard internet protocol.  CWIN is the critical, survivable contingency network making communication between federal and state governments, and industry counterparts essential to restoration of the nation’s infrastructure during incidents of national significance, available via Microsoft Outlook e-mail and Voice-over Internet Protocol (VoIP) technology in place of land line or cellular telephones.

19. The DHS/FEMA Mobile Emergency Response Support (MERS) is a communications support element that can be driven or airlifted to a disaster location. It provides mobile telecommunications, operational support, life support and power generation assets for the on-site management of disaster and all-hazard activities. The MERS supports local, state and federal responders.

C.     Organization
The ESF #2 consists of Arkansas Department of Information staff, ADEM’s Information Technology Division, and representatives from the private telecommunications providers, support state agencies, and the National Response Framework ESF #2.

D.  
Procedures—Manuals
1.
State of Arkansas Emergency Operations Plan, maintained separately.

2.
National Warning System (NAWAS) Handbook maintained separately through the Federal Emergency Management Agency (FEMA).

3.
State Radio Amateur Civil Emergency Services (RACES) Plan, maintained separately.  
http://www.arkansas-aresraces.org/AresRaces/aresracesplanarkansas.pdf
4.
Arkansas Emergency Alert System Plan, maintained separately.

E.      Preparedness Activities
1. Pre-identify communications facilities, equipment, and personnel in each region that could be made available to support response and recovery efforts

2. Assess selected sites to store pre-staged communications assets for rapid deployment into the affected area

3. Encourage and promote interoperability among state and local jurisdictions

4. Conduct regularly scheduled communications tests and drills with pre-designated communications centers to insure operational readiness and procedural familiarity

5. Conduct monthly checks of AWIN radio and satellite phone equipment distributed to local users. 

6. Utilize EOC telecommunications and IT equipment as an integral part of all communication systems in nuclear power plant exercises and State EOC participation WMD exercises


F.     Response Activities
1. Any time the State EOC goes to Level III, the DIS ESF #2 contact will notify the AWIN Program Director who will send a representative to the State EOC.

2. Identify the actual and planned actions of commercial telecommunications companies to restore services

3. Determine what assets are available and nearest to the affected area by each ESF #2 support agency and the time frame in deploying those assets

4. Coordinate the acquisition and deployment of communications equipment, personnel, and resources to establish temporary communications capabilities within the affected area

5. Compile telecommunication system damage information obtained from assessment teams, the telecommunications industry, the local/county emergency management director and other city/county/State agencies and report that information through ESF 5

6. Assess the need for and obtain telecommunications industry support as required

7. Prioritize the deployment of services and equipment based on available resources and critical needs

8. Coordinate communications support to all governmental, quasi-governmental and volunteer agencies as required


G.     Recovery Activities
1. Identify State communications assets available to support a recovery mission. Other volunteer and local agencies with communications assets may be requested to contribute assets to the response effort. Industrial resources may also be considered for availability and effectiveness. Furthermore, availability, operational condition, and duration of need must be considered. The logistical requirements necessary to obtain critically needed equipment will also be evaluated

2. Generate in a timely manner, reported information to be included in State EOC briefings, situation reports, and/or action plans

IV. Responsibilities

 A.  
Primary Agencies
1. 
Arkansas Department of Information Systems
Supports disaster operations through provisioning of equipment, personnel and technical support during the restoration of voice and data information systems

a. Overall responsibility for planning and coordinating the emergency telecommunications, warning and information technology programs within the state, including assistance to local jurisdictions

b. Work with commercial telecommunications companies to restore telecommunications capabilities and services

c. Coordinates the acquisition and deployment of additional telecommunications equipment, personnel and resources necessary to establish temporary communications capabilities within the affected area(s)

d. Supplements State emergency communications systems requirements within capabilities.

B. 
Support Agencies

	Agency
	Functions

	Arkansas Department of Emergency Management
	· Conduct monthly checks of all telecommunications and IT equipment and systems in the State EOC.
· Receive and disseminate on a 24-hour basis, warning information Statewide and locally at the request of the local jurisdiction through the State warning points.

· Plan and prepare the notification systems to support the establishment of staging areas, distribution sites, a Joint Field Office, Recovery Centers, Joint Information Centers, the deployment of strike teams, mutual aid teams, and other local, State, and federal recovery facilities and emergency workers in the impacted area.

· Assign and schedule sufficient communications personnel to cover an  activation of the State EOC and/or mobile communications center for an extended period of time

· Coordinates and maintains a statewide communication and warning capability and provide warning of impending emergencies or disasters to affected political subdivisions

· Activates and issues EAS messages as requested by the Governor or Governor’s designated authority.
· Coordinates with voluntary agencies to supplement state and local communications 
· Provide on-scene situation assessment and radio support.

	Arkansas State Police
	· Supports disaster operations as requested by utilizing the agency’s personnel and communications equipment throughout the state

· Provides alternate EOC communications center support at the level dictated by the situation
·  Provides on-scene situation assessment and radio support.

	Arkansas Department of Health
	· Supports disaster operations as requested by utilizing the agency’s personnel and communications equipment throughout the state

· Provides alternate EOC communications centers support at the level dictated by the situation

· Provide guidance to area hospitals, air and ground ambulances and Emergency Medical Service (EMS) providers

· Response by Division of Public Health (DPH) includes: collecting, reviewing, disseminating and tracking public health information
· Provide communication for health providers through the Health Alert Network (HAN)

	Arkansas Highway and Transportation Department
	· Support disaster operations as requested by utilizing the agency’s personnel and communications equipment throughout the state

· Staff the HD Radio Room at the level dictated by the situation

· Provide technical assistance for the restoration of communications systems
· Provide radio systems backup for ADEM communication staff through 2 private radio systems.

· Coordinate transport assistance as required.

· Provide on-scene situation assessment and radio support.

	Arkansas Highway Police
	· Provide escorts sites on wheels (SOWS) through ESF #13
· Provide on-scene situation assessment and radio support.

	Arkansas Department of Education-AETN
	· Provide communication to the public through statewide television network

	Arkansas Military Department-Arkansas National Guard
	· Provide escorts and people for sites on    wheels
· Provide equipment for onsite   operations
· Provide roadway clearing to access sites.
· Provide on-scene situation assessment and radio support.

	Arkansas Game & Fish Commission
	· Provide additional staff
· Provide transportation of SOW’s 
· Provide alternate communication via radio communication system and technicians in the central Arkansas area. 
· Provide on-scene situation assessment and radio support.

	Arkansas Forestry Commission
	· Provide aircraft to transport mobile  AWIN repeaters
· Provide heavy equipment when necessary
· Provide law enforcement staff through ESF #13
· Provide alternate communication via high-band radios
· Provide on-scene situation assessment and radio support.

	Arkansas Amateur Radio Emergency Services (ARES) & Arkansas Amateur Civil Emergency Services (RACES)
	· Provide alternate communications (voice and data) via volunteer ham radio operators throughout the state and region

	Arkansas Civil Air Patrol
	· VHF Bases located around the state
· VHF repeater network-stand alone
· HF radio system
· Provide aircraft to transport mobile AWIN repeaters
· Provide on-scene situation assessment and radio support.

	Telecommunications Network Service Providers
	· Provide 24/7 hotlines to escalate according to situation
· Provide technical support and repair/replacement of telecommunications systems to local jurisdictions

	Federal Government
	· Provides a national telecommunications system, including NAWAS, capable of connecting State, federal, and commercial systems for appropriate emergency operations and to other Federal Government Agencies and systems.

· Coordinate through ADEM

	National Warning Center
	· Operates, directs and controls NAWAS except when emergency or disaster situations exist only in the State of Arkansas
· Coordinate through ADEM

	National Earthquake Information Center
	· Issues seismic activity advisories and confirmations
· Coordinate through ADEM

	National Weather Service
	· Issues weather forecasts, weather related watches and/or warnings, and information pertaining to other natural and man-made technological disaster incidents 
· Coordinate through ADEM

	Local Jurisdiction Emergency Management Organizations
	Primary Warning Point

· Determines methods of conveying warning to citizens

· Prepares, maintains, and exercises warning plans, SOPs, and call lists
· Trains all personnel staffing a warning point in the reception and dissemination of warning information

· Maintains warning point records

· Maintains a continuing record of the status of the warning system and advises the local jurisdiction emergency management director of any deficiencies

Non-NAWAS Relay Warning Points

· Responds to state tests of the warning network in accordance with the Statewide Warning Fan-out

· Trains personnel in the receipt and dissemination of warning information

· Tests local jurisdiction procedures and warning systems

· Maintains a continuing record of the status of local jurisdiction warning systems and advises the local jurisdiction emergency management director of any deficiencies


V. 
Resource Requirements
Local jurisdictions, State, federal, and other supporting agencies should develop and make available, when necessary, the requisite personnel and equipment to fulfill roles and responsibilities identified in this ESF. As a minimum, all agencies should expect to sustain immediate operations.

VI. References
Arkansas Emergency Services Act of 1973, (Acts 1973, No. 511, A.S.A §12-75-101)
Arkansas State Emergency Operations Plan, 2007

VII. Acronyms
See Arkansas Emergency Operations Plan, Basic Plan
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